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Product History

+ Product invented and developed in Switzerland (Security for Financial Industry)
+» First Industrial Applications in 2009 (Predictive Maintenance)
+ Integration of Video Analysis in 2013 (Caberra'™ - the cognitive connector)

+» Establishing EMEA IoT Center in Austria in 2016 (I1oT40 Systems GmbH)
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What i1s Caberra?
e

Our cognitive connector makes distributed computing meaningful

= connects devices, processes and people in order to identify and solve problems
= detects, manages and controls devices, services and applications over the internet

= acts intelligently upon irregularities and anomalies based on knowledge
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Caberra: How It works
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Caberra: Global Architecture
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Caberra: Components & Interfaces

JEE Architecture o
Caberra Operator HTTP/HTTPS
* Highly scalable RMI/IIOP (SSL) App
* Easy to integrate JBosg Application Server
° Vendor independent Caberra Application Server b Tomcat|Web vServer
* Highly secure _ HTTPS
Caberra Service Layer E— Caberra Web Server
Caberra Domain Layer with Storage Support
Interfaces Y
Caberra DB Layer "
e Web Services Capability|Worker Connector Server
JB Servi
® Java API 058 SEIVICes Connector
CMP/CMR |Session Bean Capability Server HTTPS
MDB
* XML Services Services - Worker XML based
. Process Definitions Data Connector
EJB MQ .
*  Connector Definitions Exchange
. (SSL
. Connector Input and Output JBoss Application encrypted) -
. Organizational Data Server Infrastructure
. Provisioning and SLA Parameters

. Report Definitions
. System Settings
. Connector Service Definitions

Device specific
(typically encrypted)
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Caberra: Connect-Detect-Act

S 0 ¥ Warning de Set Status = Warning
ervice Data
Rule

(Capability Output

Parameters)
Set Status = Error
Start Process
(Customer, Device,

e . e Subject, Comment,
Rule:= {" ( Statement )* "} Severity)
Statement:= Assignment System
Trouble Ticket

| EachStatement
| MatchStatement
| IfStatement

| WhileStatement
| PrimaryFunction

PrimaryFunction:= GetOutputParameterValue
| StartProcess
SetStatus
StoreValue
RestoreValue Set Status = OK
Log

| Print
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Caberra: Connectors
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Caberra: Components & Interfaces

Canial Server

Capability Worker
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Caberra: Connectors EOF ZZ,O

Command-Driven (passive) Connectors: Event-Driven (active) Connectors:

« Can have any number of Capabilities per « Always have same 3 Capabilities:
Connector « start — invoked on Service Activation

* All Capabilities are invoked by Capability « stop — invoked on Service Deactivation
Worker (manual invocation or periodical « notify — sent from Connector

automatic invocation)
* No possibility to send Events from Connector

« Sends Events from Connector

« Cannot have Command-Driven
Capabilities called periodically or
manually
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Caberra: Connectors

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="merapi-connector"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns="merapi-connector"

elementFormDefault="qualified"
attributeFormDefault="unqualified">

<xsd:include schemalLocation="ModuleAbstractInputSchema.xsd" />

<xsd:element name="Generic Ping input" type="Generic Ping"
substitutionGroup="module properties" />

<xsd:complexType name="Generic Ping">
<xsd:annotation>

<xsd:documentation>connectormodule.generic ping.desc.long</xsd:document
ation>

<xsd:appinfo>
<mlkey>connectormodule.generic_ping.name</mlkey>
<shortdesc>connectormodule.generic_ping.desc.short</shortdesc>
</xsd:appinfo>
</xsd:annotation>
<xsd:complexContent>
<xsd:extension base="ModulePropertyTypes">
<xsd:sequence>
<xsd:element name="ip" type="ipaddress">
<xsd:annotation>
<xsd:appinfo>
<mlkey>connectormodule.generic_ping.ip.name</mlkey>

<shortdesc>connectormodule.generic ping.ip.desc.short</shortdesc>
</xsd:appinfo>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>

<xsd:complexType name="check ping">
<xsd:annotation>

<xsd:documentation>connectormodule.generic_ping.input.check ping.desc
.long</xsd:documentation>

<xsd:appinfo>
<mlkey>connectormodule.generic_ping.input.check ping.name</mlkey>

<shortdesc>connectormodule.generic_ping.input.check ping.desc.short</
shortdesc>

</xsd:appinfo>
</xsd:annotation>
<xsd:complexContent>
<xsd:extension base="CapabilityInputPropertyTypes">
<xsd:sequence>
<xsd:element name="pingcount" type="integer" minOccurs="0">
<xsd:annotation>
<xsd:appinfo>

<mlkey>connectormodule.generic_ping.check ping.input.pingcount.name

</mlkey>
<shortdesc>connectormodule.generic_ping.check ping.input.pingcount.de
sc.short
</shortdesc>

<unit>unit.number.of.pings</unit>
</xsd:appinfo>
</xsd:annotation>
</xsd:element>

© 10T40 SYSTEMS AG & INTERNET OF THINGS 40 SYSTEMS GMBH / COMPANY CONFIDENTIAL



CONNECT - DETECT — ACT

CONNECT
O — DETECT
Detect /
ACT

www.iot40systems.com



Caberra: Rules

Rule:="{" ( Statement )* "}"

Statement:= Assignment
| EachStatement
| MatchStatement
| fStatement
| WhileStatement
| PrimaryFunction

PrimaryFunction:=
GetOutputParameterValue
| StartProcess
| SetStatus
| StoreValue
| RestoreValue
| Log
| Print

Edit Rule

—Rule Definition

MName: Check execution of a shell command over a 55H connection

Rule definition: |/ / Rule for perl connector module 'ConnectorModule::SSH::S5SHCommand', capability 'execut
/4 51d: ConnectorModule Generic SSH-execute command.srl,v 1.12 201002702 13:44:20 palge

i

statustext := "Undefined";
exit_code := current('exit_code'};
stdout := current{ 'stdout');
stderr := current{ 'stderr');
if (exit_code == 0) {
statustext := "55H command executed OK.":
rulestate|IRRELEVANT, statustext):
} else {
statustext := "S5H command execution ERROR: " + exit_code + " (" + stderr + ").";
rulestate(CRITICAL, statustext):
proc_severity := 100;
comment := statustext + " " + stdout;
startorupdate('System Alarm', statustext, proc_severity, comment};

¥

print{statustext);
log{INFD, statustext);

17:73

alidate | OK Cancel
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Caberra: Processes

solved

START

Get SLA time constraints

Wait until inside support time

Wait until SLA constraint is
reached (75% of Time to react
on incident [Minutes])

Wait for SLA constraint

NOT solved i

Notify System
Service Manager
via Email solved

Fetch SLA parameter
Time to react on incident [Minutes] and
System Failure Support start and end time

Calculate
> SLA performance
solved for reports

Notify System Operator
via Email

System Operator:
Solve problem

NOT solved

Shutdown process

End of process
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Caberra: Processes

<?xml version="1.0" encoding="UTF-8"2>
<workflowprocess xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemaLocation=http://localhost:8080/merapi-
grammar/workflow/spdl.xsd>

<activities>
<activity id="notifyContact" name="Send Email to Operator”>
<automaticactivity>
<application>
<generic>
<jndiname>ejb/merapi/service/system/jape/runtime/APIWrapper</jndiname>
<methodname>getBusinessEmailAddressOfContact</methodname>
<parameters>
<parameter metadatareference="contactId"/>
</parameters>
<returnvalue attributereference="contactEmailAddress"/>
</generic>
</application>
<application>
<mail>
<to attributereference="contactEmailAddress"/>
<subject attributereference="classificMailSubject"/>
<text attributereference="classificMailText"/>
</mail>
</application>
</automaticactivity>
</activity>
<activity id="solveProblem" name="Solve Problem”>
<manualactivity>
<performer>Operator</performer>
<wall filename="SolveProblem.wall.xml"/>
</manualactivity>

<transitions>
<transition activityreference="notifyContact">
<precondition value="10"/>
<postcondition value="11"/>
</transition>
<transition activityreference="solveProblem">
<precondition value="11"/>
<postcondition value="11">
<premise>!solved</premise>
</postcondition>
<postcondition value="12">
<premise>solved</premise>
</postcondition>
<workflowattributes>
<attribute id="solved" name="Solved">

<description>Please check/uncheck this field if the problem is solved/not
solved.</description>

<booleanvalue>false</booleanvalue>
</attribute>

<processheader>
<spdlversion>22</spdlversion>
<key>System Trouble Ticket</key>
<name>System Trouble Ticket</name>
<gpd filename="SystemTroubleTicket.pdf"/>
</processheader>
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Caberra Observation / Control Configuration

Logout Change Password End all shifts | Overall video server | No active shift

Stopped Object Detection With Call

Solve: Car driver stopped too long

Commend Call
Incoming cail: SOS Button pressed

Parking Warning
Solve: 455: Hopper empty Hopper2

Parking Warning
Solve: 455: Hopper empty Hopperl

Parking Warning
Solve: 414: Components changed

Parking Warning
Solve: 53: Hopper door Is open.

Filtering  All Events

Sorting

60 2016-01-05 15:31

2015-11-27 09:14

2015-11-03 14:39

2015-11-03 14:39

2015-11-03 14:39

2015-11-03 14:39

Date/Time v |

vounerra
v () 1: Video Management: Service and System Management
» ) cam: Gallery
» () cam: Lobby
» ) Cam: Parking Lot
» () Ovserver: Server
» (D Observer; Storage
< Show All Cams
» (@ 2: Shop: Security and Marketing
» (@D 3: Gallery: Surveilance and Asset Protection
voaz Parking: Revenue Control, Enforcement and Customer Service
v °Pa'k ng System
» () Car park 1
v Q) car park 2
__ Car Park Commands
( Contract
Qex 42
@ short-term
Qrotal
v@CAr Park 3
@ar 10
e Car Park Commanas

(@ contract

@ short-term
=

 BHAH

3

cEELE

Acknowledge
Take over the responsidility for the ticket
Close

Close the ticket

View/edit details

View/edit detalls of the ticket

View comments

View comments of the ticket

View history

View history of the ticket

View process definition

View process definition of the ticket
Show Camera View

Switch to Observer Camera View
Device details

View the device status, events and rejections
Show video

Show the video

Manual open

Open the device manuaily
Permanent open

Open the device permanently
Deactivate permanent open
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Caberra Service Manager Monitoring

[ NON ) Service Manager - palger
| File Wiew Help
sers isual Networl rview in rvices rvice History ontracts icenses eports
SLA u Visual N k Overvi Linked Servi Service Hi Ci Li R
Service Manager - palger
* T T — rService Information
v i '_:‘:’he”a P 1D: 1002
v Bi&l 1: video Management: Service and System Management ‘
> - l'.-‘J Cam: Gallery Name: Maonitoring
L . l'.-‘] Cam: Lobby Description:  |Service Definition for Linux Suse Server
v B check avaiabilty
._l. Generic_PortProbe
> :] # Show Archive (last 1 min} r~ Element Definition Information
» O showcam
> -L'EJ Cam: Parking Lot Name: Linux Server
x -l"-‘] b server:Server: Description:  |Element Definition that represents a Linux Suse Server
> :] " Event Collector
v "' Maonitoring
v - A server -
. .l". ‘Generic_Ping [:] [Capahil'rty ] [Executin... A] [Status ] [Status Information
- "4 Generic_PortProbe - check_ping Ok OK Compare Packetloss and RTA against limits : Packet loss: 0.0 % , RTA: 19
- ,". MerAPl_Scnmp - check_tcp_22_ssh Ok Ok Check reachability of TCP port 22, used for S5H : Reponse time: 6.08E-4 1
> :]# Reboot Server - get_if_status Ok oK Check (ethernet) interfaces for too many errors : eth0:0/0/0/0 { InErrors,
- get_mem_usage Ok oK Check memaory usage : 79.26 % { 3049.71 MB) used, 798.14 MB free 38
> :___] " Restart Observer i
. - get_processes Ok oK Check that all needed processes are running : Total] 72) javal(12) jsve(2)
b W&l Observer: Storage 0 get_cpu_load ok ok Check Ioad of the CPU{s) = 1m=1.28 S5m=1.17 15m= 0.98
> :]" Show All Cams B et uptime Ok 0K Check for reboot, report current uptime : System is up for 25332134 sec
> Dl‘.ﬂ 2: Shop: Security and Marketing
» D&l 3: Gallery: Surveilance and Asset Protection T
> .lﬂ 4: Parking: Revenue Control, Enforcement and Customer -
Run Every: 1 Minutes J Start at: No Date Selected | 00:00:00
Find Customer/Service({group } Execute now
Deactivated | Find State
Sort By: ) Name () status
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Caberra: Future

* EU project: Grand loT EcoSystem (GrloTe)
* New algorithms for self-learning Knowledge base

= Connection to Al-Solutions (IBM Watson, etc.)
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Caberra: Data Model [OIr40

Service Definition

Component
Definition

Property Definition

Module Definition

I Capability Input Parameter
Definition

Exception
Parameter

Output Parameter
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Caberra: Components & Interfaces

e Caberra Application Server
jBoss (for Caberra Admin client, custom clients, integration in external applications/systems)

e Caberra Web Server
Tomcat (for Caberra Operator App, Reports, Process Definitions, Connector Module schemas)
* Database
Oracle Database
* Caberra Capability Worker
Interface to Connector Server (asynchronous message queue)
e Caberra Connector Server
Agent for Caberra Connectors (separated for Perl & Java Connectors)
e Caberra Connectors
Interface to devices, systems, applications
* Caberra Connector Multiplexer
Connector component for connection to device interface with single login
°* Caberra Admin Client (Swing Client)
Administration Console (downloaded via Java WebStart)

e Caberra Operator App (Web Client)
Web front-end for Operators
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