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Abstract: The increase of traffic in IP networks, leads operators to search for
efficient tools to monitor it in order to support QoS. Several infrastructures to
measure traffic and monitor routing have been deployed but SLA can not rely on
them because of their lack of interoperability. MOMENT project is currently
developing a mediator to access most of available traffic measurement systems. Thus
a unified platform is being built so that clients can retrieve complex traffic data in a
standardized format through an integrated and user friendly interface. MOMENT
design is not a simple interface converter but it develops a new abstraction layer,
based on a measurement-specific ontology to allow the semantic presentation and
retrieval of traffic information. This paper describes its key features as well as its
architecture and some implementation aspects.

Keywords: Ontology, Future Internet, IP, QoS, SLA, Network Monitoring,
Semantic Middleware.

1. Introduction

QoS in Future Internet depends strongly on the ability of network operators to cope with
customers demands in terms of bandwidth and parameters like jitter, delay, bit error rate,
that can be specified in the Service Level Agreement (SLA). So far, the rapid growth of the
Internet and the continuous convergence of services in the IP layer have been solved by
increasing bandwidth, even in the users’ access segment. Besides, malicious users or
unintended configuration errors collapse the network and turn connectivity service out of
SLA [1]. Traffic engineering and network control is then required to remove bottlenecks
and get a fair usage of the networks.

Copyright © 2009 The authors www.ICT-MobileSummit.eu/2009 Page 1 of 8




Several projects have developed measurement infrastructures to track Internet
functioning at various levels (collected details are available in [2]); their objectives being
different, they employ different measurement techniques and store their data in various
formats [3]. Thus those implementations of monitoring and measurement (Mo/Me)
infrastructures are vendor-specific and lack interoperability; there is no means for
researchers, operators and service providers to get simultaneously data from several
infrastructures to monitor or analyze the network behaviour, aside from the inconvenience
derived from dealing with different interfaces, since leveraging combined queries may be
extremely difficult.

An open Pan-European platform that unites legacy Mo/Me systems and provide the
possibility of extracting data, through a single semantic interface, making intelligent
combinations possible, represents a qualitative step towards getting efficient network
monitoring. This paper presents a novel ontology-based architecture of a unified layer for
Internet measurement infrastructures, namely a mediator that acts as unified interface
towards different data sources. Its design is based on a Service Oriented Architecture
(SOA) approach with the help of Web-services, to keep maximum flexibility and
extensibility for applications as well as for future measurement infrastructures. The
introduction and usage of a measurements-oriented ontology allows the system to overcome
the vast differences between data bases and tools. A similar approach has been reported as
Metric Service in [4], but without the advantages provided by semantic technologies.

Application | Application
MOMENT MEDIATOR
Service Service Service Service Service
(ETOMIC) (DIMES) (MOME) (LOBSTER) (RIPE)

Figure 1: Schematic diagram of MOMENT mediator

Another important aspect of the MOMENT mediator is the conceived taxonomy of
possible anonymization approaches. Generic anonymization schemes are difficult to design
([5]-[7]) because different organizations have different requirements. So, the main effort
was focused on the dependencies between the possible anonymization strategies and the
role and purpose of data consumers that query data from the mediator. The design and
identification of all possible values for the various anonymization components of the
ontology was the most important task.

2. Heterogeneous data sources

The main concern for an integrated interface to different monitoring and measurement
infrastructures, which store data in arbitrary formats, is to be flexible in order to provide
solutions for three different problems of heterogeneity: 1) heterogeneous data semantics, 2)
heterogeneous data access, and 3) heterogeneous data formats. First, the semantics of data
from mediated infrastructures needs to be unified, as different measurement infrastructures
use different names (e.g. delay, one-way-delay or owd) and units (e.g. second, millisecond,
nanosecond) for the same things. Second, data access is provided by different means (e.g.
direct SQL, FTP or Web Services). Finally the data format can differ between
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infrastructures and needs to be harmonized (e.g. XML, binary or CSV). The mediator
middleware design also takes into account the importance of preserving confidential data of
Internet users. Controlling the processing of data prior to releasing them is a strong
requirement for the mediation. Thus, aside from the obvious mechanism to characterize the
mediator users and assigning them different permissions, a more sophisticated procedure is
needed. This is necessary because user roles and their data usage-patterns are tightly
connected to anonymization strategies that must be applied to the data. Being as open as
possible for every kind of data consumer is the goal of the mediation layer, although
without breaking the obfuscation rules suggested by the data issuer.

MOMENT mediator will provide interoperability with the existing infrastructures and
will be open for new ones to ensure enhanced functionality of the platform: The mediator
architecture and the unified interface development are generic and can be extended to future
tools provided some standard interfacing be agreed. This is achieved without major efforts,
since the mediator architecture and unified interface is based on measurement specific
ontology that allows semantic queries.

Ontologies are well known in other fields [8] for providing a vocabulary of classes and
relations to describe a certain domain, stressing knowledge sharing and knowledge
representation. Figure 2 shows the concept applied to traffic measurement as developed in
MOMENT (a complete description has been published in [9]):
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Figure 2: Fragment of the data measurement ontology implemented in MOMENT mediator
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The advantages of using ontologies are manifold: The information is modelled in a
more flexible way than using tables; their semantic definition of information enables a
classification of knowledge (e.g. a tool that performs active measurement is an active tool)
and inference (e.g. if a measurement is over a threshold then the network is overloaded); at
the same time it is possible to query this knowledge (e.g. obtain all measurements with a
given destination address). On the other hand, the ontology can be downloaded from the
web and browsed by anyone, which allows standardization procedures to be simplified.

A major goal of the work in MOMENT is to achieve that its interfaces and ontology for
traffic measurements become standard. This task is in progress.

3. Architecture of the mediator

The requirements of the proposed system, to be capable of integrating both passive and
active monitoring and measurement methods via a common web services interface that
allows semantic queries, are not limited to ensure continuous monitoring of the
macroscopic status of the network but also allows it to perform network tomography
techniques in individual domains and is able to collect information about a temporal
variation of reachability and other QoS parameters without trespassing citizen rights.

The platform is non-intrusive as ISPs concern: Monitoring probes are placed outside the
commercial network domains, data obtained by passive monitoring are anonymized and
middleware solutions has been deployed inside the system to properly control and manage
access to data subject to privacy issues. But research groups can also use the mediator and
flexibly design both, passive and active measurements, so that they perform their own
experiments provided their user profile meets the expertise level required. This user
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classification, together with an incremental repository of queries is a relevant feature of the
mediator. Nevertheless, metadata repositories (like IMDC [10] from CAIDA) are used to
work with raw measurement data (like NMVO [11]-[12] from ETOMIC). If not provided
by the producer of the measurement data, additional metadata can also be extracted from
the measurement tools or produced by the mediator data analysis components. Besides, this
approach saves computation resources.

To get acquainted with the mediator building blocks, Figure 3 provides the high-level
architecture followed by short descriptions of each building block. The infrastructures
below the architecture are current or future measurement systems willing to share their data
using the MOMENT mediator. The selected examples are typically used access interfaces
to their data. Many of the studied measurement infrastructures store their data in SQL
databases, some of them provide a web service interface using REST or SOAP, and others
already have semantically enriched data and provide them via a SPARQL interface
(SPARQL is a query language specified at W3C to express queries for RDF data sources,
providing capabilities to request information stored in an ontology [13]). Even data sources
storing their data on FTP servers can be integrated. Achieving this, the MOMENT mediator
allows the integration of all different kinds of data sources from very straightforward up to
very sophisticated.

‘ Graphical User Interface (GUI) [EXT-GUI] ‘
—{ Unified Interface (Ul) [WS] H Infrastructure Registration Interface (IRI) [WS] %
Authorization Service Analysis Service Anonymization Service Workflow Service
(AUTS) (ANAS) (ANOS) (WFS)
Common Ontology (CO),
Semantic Data Semantic Query Semantic Metadata RDF Triple Store,
Transformation Service Integration Service Registry Workflow Store, etc.
(SDTS) (sQis) (SMR)
(INTDB)
MOMENT MEDIATOR
(GMF)

GMF-compliant REST interface }
Invocation Service (INVS)
ws REST | wssoap || sParaL | sal

WS REST WS SOAP SPARQL saL
Measurement Measurement Measurement Measurement
Infrastructure Infrastructure Infrastructure Infrastructure

Figure 3: High-level architecture diagram showing the main components of MOMENT mediator

etc.

Measurement
Infrastructure

Measurement
Infrastructure

As shown in Figure 3, the Generalized Mediator Framework (GMF) provides interfaces
towards the clients (upper part), and requests data sources from the servers of the
measurement infrastructures (lower part). The core services within the GMF are
independent modules interacting by means of web service technologies, and able to access
the internal database (INTDB). In direction to the clients, the mediator provides two web
service (WS) interfaces. First, the Unified Interface (UI) provides the uniform access to the
functions of the mediator via a web service (WS) interface. This allows invocation of the
mediator through external software programs. Second, the Infrastructure Registration
Interface (IRI) is responsible for receiving semantically enhanced metadata information
from the infrastructures. It provides an interface for the measurement infrastructures to
register their metadata into the system in order to make their measurement data findable and
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accessible. Infrastructures can publish their metadata in RDF triples which are defined in
the MOMENT ontology.

Both of the above mentioned web service interfaces can also be accessed via a
Graphical User Interface (GUI) to enable interaction with the mediator in a user-friendly
way. Supported by the Authorization Service (AUTS), authentication and differentiated
treatment of users are features provided by the GUI as well as the interfacing to other
modules so as to compose the queries and present the results. It also presents the facilities
to record the usage of the mediator, keep a repository of its functionality and help beginners
to use it as well as enable discussions about its results, namely monitoring the Internet.

The Semantic Metadata Registry (SMR) is a central component of the system: Its
innovative approach is to store semantically enhanced information, based on the ontology
model, including measurement infrastructures description (metrics it deals with, data
format, period of a measurement, etc.), data about workflows (its description, involved
components, etc.) and data about analysis methods (objective of method, input and output
format). All data in the metadata registry are based on a common ontology and therefore
semantically interpretable. The metadata registry also stores information about the method
to access measurement data in a mediated infrastructure. This information is passed on to
the invocation service, e.g. the SQL URL, username, password and query.

The Semantic Query Integration Service (SQIS) is the module responsible for executing
queries that access infrastructures directly, allowing a fine grained search for measurement
data stored in query-enabled sources. These queries are requested by an application on top
of the unified interface using semantic technologies such as SPARQL and the answer is
integrated from existing sources, using a common vocabulary taken from the network data
ontology.

The Analysis Service (ANAS) is responsible for further analysis of measurement
results. This service can process data from one ore more infrastructure(s). Information
about available analysis services is stored in the metadata registry.

The Anonymization Service (ANOS) provides methods to anonymize measurement
data in order to preserve privacy. The service can be invoked if anonymization of
measurement data is necessary and it can be also invoked, if needed, in those situations
when data has already been anonymized, for internal policy reasons, directly at the source.
This might be useful, and also needed, depending on the final user rights and privileges
within the mediator. Measurement infrastructures that already have a well structured
privacy policy will map their policies onto the anonymization ontology so that the correct
strategy will be enforced over each mediated user. This module will also represent the
interface with existing platforms that don't have encoded specific policies for data release,
providing default mappings and policies based on semantic reasoning.

The Workflow Service (WFS) helps to automate recurring processes. In a workflow a
user can define a sequence of MOMENT operations, e.g. get data from infrastructure A and
B and analyze this data with method X.

The Semantic Data Transformation Service (SDTS) is able to transform the data in
cases, where measurement data provided by an infrastructure is not exactly the data a user
or application requires, e.g. transforming measurement units.

Finally, the Invocation Service (INVS) is used to retrieve specific measurement data
from an infrastructure. To retrieve specific measurement data a user first has to query or
browse the registry in order to identify the data he wants. For this data the mediator can
then retrieve the reference to the data and pass it on to the invocation service. Depending on
the type of the reference (SQL, WS, FTP etc.) the invocation service can instantiate an
appropriate handler for the reference and retrieve the data from the mediated infrastructure.
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4. Functional description of the mediator

A service orchestration can be performed by the MOMENT mediator as shown in Figure 4.
MOMENT mediator provides a unified interface to the application in order to actually
command the monitoring service, including the ability to discover and select resources (and
combine their data if needed) for the specific task the client has asked for. This exploits two
key features of the MOMENT mediator, which is first to hide complexity of a measurement
infrastructure from the end user, and second to get value added information from multiple
measurement infrastructures compared to a single one. In the given figure SPARQL is used
as query language, but the same queries can be provided via user-friendly web interfaces.

SPARQL _.-=""" Application

-
-
-
-

el + Web interface for
Semantic interface to demo purposes
applications
Invocation Response

Monitoring ecccccee Monitoring
service 1 service n

If. Wrap + OWL ontology If. Wrap + OWL ontology

Figure 4: Resource discovery

Figure 5 illustrates the process of retrieving data from multiple sources by the mediator
to perform a complex query for a client who only enters a high level query without needing
precise information about the infrastructures that finally provide the measurements: The
user gets the results he from the GUI/UI, that forwards the request to the SQIS;
subsequently, the SQIS asks the SMR if matching metadata are available. Depending on
these metadata, the infrastructures hosting the parts of the requested measurement results
are contacted (e.g. via SQL). The SQIS combines these replies into the integrated result
(internal memory of the mediator), which is given back to the user.

% GUI sais SMR InfA InfB

User
composeQuery
getMetaData(Sparql) : .
VIS S MetaData
query(Sparql) :
L4
query(Sql)
P FE ResA
query(Sql)
e ResB
P integrate(ResA,ResB)
-
- Result
4--------- Result __l‘
Result

Figure 5: Process of retrieving integrated measurement results from multiple infrastructures
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Not included in Figure 5, but optionally possible on several places during this process,
the results can be sent through the ANOS module, to be obfuscated. In such case a skeletal
Acceptable Use Policy document is generated by the ANOS to be shown to the user. It
represents an informative document, although structured, about what the provider expects
from the user regarding the usage of the data that the provider itself is willing to release. It
can be accepted and signed by the user. Although this does not imply any technical
enforcement by the mediator, it can be regarded as a kind of End User Legal Agreement.
Details about the semantic framework to anonymize network data are presented in [14].

6. Conclusions and outlook

The MOMENT mediator, a unified interface to measuring and monitoring infrastructures
has been presented in this paper. Its novel architecture relies on a common ontology that is
based upon several different taxonomies: A Monitoring Tool ontology, a Metadata
ontology, a Measurement ontology and an Anonymization ontology to build a semantic
unifying layer for Internet measurement infrastructures access. Using such unified interface
to measurement infrastructures, researchers and network operators can easily merge data
and gain a more complete and accurate view of the Internet, as required to manage and
operate networks on which it is supported and guarantee a fair evolution towards the future
Internet. In addition, it must be highlighted that anonymization process included in the
mediator and usage of metadata guarantees the appropriate respect to laws that preserve
privacy.

The design and implementation of the Mediator sets the foundations for an even more
advanced system, to establish plausible standard QoS references and mechanisms to govern
future Internet. The mediator architecture and the unified interface are not limited to the
already available monitoring and measurement infrastructures, but are generic and can be
extended to the future similar infrastructures. The unified interface can be shown applicable
to interface with such infrastructure without major efforts, since the mediator architecture
and unified interface are based on the measurement specific ontology that allows semantic
queries. The MOMENT mediator will be complete when its interfacing and ontology for
traffic measurements will become a standard. To move this activity forward, an ETSI ISG
is considered to be launched.
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